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Abstract- In marine transportations it is important to control
effectively the boarding and debarkation of passengers and
vehicles, as well as to effectively monitor the cargo. These
procedures are usually handled using conventional ways such as
barcode-based tickets and scanners. This technology, although
used widely, has significant drawbacks and is outdated. In the
present project we propose the use of Radio Frequency
Identification Technology (RFID) technology to control these
procedures. This paper describes the initial concept, the possible
ways to fit the RFID technology in marine sector and the initial
considerations on system architecture. We discuss the benefits of
RFID over the barcode-based system in the context of the
specific domain, the problems that may arise with its use and
possible ways to tackle them. The research is carried out within
the framework of the ongoing project “MERIT™ %,

. INTRODUCTION

Vessels are one of the dominant transportation means for
cargo worldwide and for passengers in countries such as
Greece. Two main procedures that need to be handled
effectively are boarding and debarkation, similar to the
check-in and check-out that take place in other types of
transportation such as air carriers. However, in the marine
sector due to inherent restrictions imposed by the large
amount of load, i.e. passengers, vehicles and cargo, it is
difficult to follow similar strategies. Hence, operations such
as manual counting of the passengers, vehicles and luggage
(the so called units) cannot apply during boarding and
debarkation due to the amount of units that need to be served
in limited time. In fact, boarding should be completed
relatively shortly, while debarkation needs to be performed
even faster. At the same time, it is desirable for the a
maritime company to be aware of the amount of units
entering and exiting the vessel. This entails accuracy in the
check-infout procedures. Also, it is necessary to maintain
passengers’ convenience and achieve high processing
throughput. Another characteristic of the Greek maritime
operation is that in many routes there are several stopovers
(intermediate ports) where loading and unloading of
passengers, vehicles and cargo (either small such as personal
luggage or bigger items such as containers) are carried out.
This burdens even more the task of controlling the vessel
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condition with respect to the awareness of the exact load at
any point of time.

Today, check-in is performed using conventional barcode
technology. Indicatively, a passenger enters the vessel and an
employee scans his/her barcode ticket to check its validation.
A similar process is applied for loading the vehicles and
cargo into the vessel. It is obvious that the use of manual
means for controlling boarding and debarkation is a time-
consuming process, while it lacks security when it comes to
check the matching of passengers' ID with the personal
information printed on the ticket. In addition, it is very
difficult or even impossible to count accurately the amount of
passengers getting out/in the vessel in intermediate port
stations as currently debarkation is not connected at all with
the counting and identification of the units exiting the vessel.
In particular, the check-out procedure is missing completely.

Present work aims at designing a system relying on RFID
technology to leverage the control of boarding and
debarkation. A prototype will be developed to secure the
check-in/out procedure, while it will enable the awareness of
the vessel load at any point of time. In addition, if the new
technology will enable a less painful procedure for the
passengers and the employees as compared to the barcode
technology, it could displace the latter completely. The
contributions of present paper are:

o the use of RFID technology in controlling the check-

in/out procedures in vessels,

e initial solutions to adjust RFID technology in the
maritime domain, while at the same time avoiding
radical changes in the vessel morphology and the
existing IT infrastructure,

e the system architecture in an abstract level.

The paper is structured as follows: Section 11 describes the
boarding and debarkation procedures currently followed by
the maritime companies. Section Il is devoted to the main
scope of the work and the initial concept of the project and
identifies the limitations to be considered. Section IV presents
the proposed approach, while Section V concludes the paper
and points out the next steps of the project.



Il. PRESENT STATUS IN BOARDING AND DEBARKATION

This Section discusses the operational procedures followed
during boarding and debarkation along with their problems
and limitations. Then it identifies the problems that can be
solved with the use of RFID technology, while it points out
the ones requiring a more delicate solution.

A ticket is equipped with barcode technology which encodes
the personal information of the passenger along with some
details for the trip. Such information is a unique-per-trip
number, the name and age of the passenger, the departure
date, vessel name, arrival and destination port. This
information is also printed on the ticket. While a person
enters the vessel, an employee scans the ticket with the
barcode scanner. The result is sent to the Central Data Base
(CDB) of the maritime company (through a wireless
connection such as WiMax, 3G or Satellite) so as to verify the
ticket based on the data stored in the Central Data Base.
These data were stored in the CDB at the time the ticket was
issued. Once there is a match, the ticket is confirmed. At the
same time the person should be identified using a valid
personal document, e.g. ID or passport. In specific it is
checked whether the information printed on the ticket
matches the ID of the person. Then the person is allowed to
board the vessel and is considered as a passenger. It should be
noted that in case the ticket is not valid, or the printed
information does not match the ID, the person is instructed to
leave the vessel, i.e. is not confirmed as passenger. From the
aforementioned description, it is obtained that during
boarding there exists personnel holding specific positions in
the vessel for supervising and controlling the procedure. Thus
the procedure is completely manual.

Normally, someone buys a ticket from a booking office, and
arrives at the port at least one hour ahead of the departure.
There are cases in which a person or a vehicle needs to be
boarded just a few minutes before the departure. Maritime
companies have expressed their will to continue offering this
“last-minute” option. Also, this is a rule imposed by the
maritime regulations and holds for all units with valid tickets.

During debarkation the passengers exit the vessel without
following a certain procedure. Thus check-out or even
counting of the passengers is not performed. Instead,
personnel are assigned to search the entire vessel for
remaining passengers.

With regard to the stopovers, there are passengers walking
out of the vessel that should return prior to the scheduled
departure time, e.g. passengers willing to shortly visit the
place. However, there are cases in which passengers haven't
returned prior the departure time. As mentioned previously,
the procedure lacks check-out mechanism, so there is no way
to be aware of the amount and the identity of the passengers
that haven't returned. Consequently, it is very likely for the
vessel to depart without them.

Therefore, changes are needed to handle boarding and
debarkation in an effective and secure manner. The check-
infout procedure followed in other sectors, e.g. air carriers,

does not fit well in the maritime sector. Especially head
counting cannot be considered as an option (it is controllable
in an airplane due to its size) when it comes to serve vessels
with a load of over 1800 people and 600 vehicles (data
provided by ANEK Lines and Hellenic Seaways) plus a
considerable amount of cargo.

With regard to the cargo the following procedure is applied.
A person buys a barcode tag from the maritime company's
kiosk at the port outside the vessel; then, this tag is adhered
on the luggage. The encoded information contains a unique-
per-trip number, details of the trip (date, vessel name, arrival
and destination port) and the name of the recipient. In the
case of unaccompanied luggage, the name of the sender and
the recipient is encoded and printed on the sticker. Then the
person gets the luggage to the storage area, usually located on
the ground floor of the vessel. An employee scans the
barcode sticker and stores the luggage. The exact same
process is followed either if the luggage belongs to the
passenger or it is unaccompanied. The only difference is that
in the former case the name of the sender and the recipient is
the same, while in the latter case it isn't. In the second case
the person is essentially a client and gets a receipt imprinted
with the name of the recipient. Once the vessel arrives at the
destination port, the recipient picks up the luggage after being
identified using an ID.

A similar process is followed in vehicle boarding. A barcode
ticket with a unique number should have been issued,
imprinted with information of the wvehicle such as its
registration number and brand. In order to allow a driver
boarding a vehicle into the vessel, an employee standing at
the garage entrance checks if the vehicle matches with the
information printed in the ticket. It should be noted that
vehicles are not allowed to enter the vessel in the case of late
arrival, so “last-minute™ policy is not applied here due to
potential congestion in arranging the vehicles. Check-out
process for the vehicles is missing as well.

It turns out that boarding and debarkation are currently
controlled in a completely manual way. For each unit a
barcode ticket is issued. We aim at automating part of the
procedure, so as to make it less painful for the personnel and
the passengers. At the same time, we want to increase the
security level with regard to the awareness of the load, e.g.
knowing the exact amount of passengers debarked in an
intermediate station that should return before the vessel's
departure. Changes are needed to overcome limitations
coming from the use of barcode technology. To recap, the
following stimulate mainly our work:

e Manual check-in can be error-prone as it relies
completely on the human factor. Also it causes delays in
boarding.

e Problems are caused when a person is not allowed to
pass and leaves the vessel. As reported by the maritime
companies, this can cause confusion and delays in
servicing the passengers’ line.



e Check-out procedure is completely missing and manual
counting is not an option. This is a major problem, e.g.
some passengers can hide in the vessel to cause damages,
and then leave.

e Passengers exiting the vessel in intermediate ports are
not identified or counted. This inhibits the awareness of
the amount and identity of the passengers that should
return before the scheduled departure. This is a
consequence of lacking a check-out mechanism.

e Luggages in the storage area are not guarded.

We expect that some of the above problems will be solved
completely with the incorporation of RFID technology. For
example, it will eliminate the manual scanning of barcode
tickets, while identification and counting of RFID tags is
much more accurate as it doesn’t rely on the human factor.
By controlling the procedure with automatic RFID means
during the boarding and debarkation at the points of entrance
and exit respectively, we expect to enable the awareness of
the load of the vessel at any point of time. This will be
feasible with the introduction of check-out process in
debarkation.

I1l. ScorPe OF WORK

Focusing on the applications of RFID tickets, as they have
been implemented to date, the main motivation is to automate
the embarkation process and reduce stowaways. Second,
technically, implementation is done using contactless smart
cards or NFC (Near Field Communication) cards, which
requires the card to be in less than 10cm from the reader to be
recognized. The latter may address particular requirements of
the embarkation phase (e.g. opening a door in a corridor) but
does not allow the exploitation of other features of relevant
technologies, as the far field communication capabilities of
UHF band RFID which may be applied in order to also track
a more massive people debarkation procedure.

This work aims to present an integrated solution based on
RFID technology, exploiting the maximum characteristics
and covering such simultaneous, multiple readings during the
debarkation, introducing auto-identification in combination
with the foreseen availability of electronic identity
cards/passports (e-passports), and studying it in all of its
dimensions, economic, technical and social, according to the
current European Commission guidelines [1-4]. One of the
main overall objectives, apart from speeding up and
improving the current procedures, is to increase the safety
level in maritime transportations by keeping an accurate
record of the number and identities of all passengers in the
vessel, a not so straightforward and even existing today
procedure considering the large number of intermediate stops
in Greek maritime routes.

Some of the critical issues that arise and need to be
effectively addressed are:

e How to achieve a correct identification based on the
listed names on the tickets, especially without the
wide availability of e-passports today?

e  What are the requirements for real-time connectivity
between the on-vessel IT equipment and the central
enterprise data bases, and what happens when this
connectivity is disturbed?

e How to apply the restriction that every passenger
should carry his/her ticket or boarding pass during
debarkation (something completely different from
the present situation)?

e What are the procedures covering a ticket loss?

e Which are the most important added value services
that could be linked with such an electronic ticket
and how to exploit them in order either to improve
the quality of services or to solve other issues (e.g.
convince people to keep tickets while exiting the
vessel)?

e Which are the implications from storing personal
data when and where this is needed, and how to
safeguard them while being in conformance with the
regulatory framework?

e Which are the similarities and differences in
applying relevant procedures in tracking also
vehicles, packages, containers, etc., via the same
technology?

A. Security and privacy

Unauthorized access to personal information potentially
contained in the ticket or connected with it, or monitoring the
position and behavior of RFID ticket holders, and
organization and combination of large volumes are some of
the main threats that concern people today. Addressing these
threats and ensuring the necessary privacy conditions must be
done at three levels: the legal level, the business process level
and the technical level [4]. Regarding the technical level,
since there is a wireless transmission of an object identifier
and not only of its class, and as the typical tag’s resources are
very limited, the provision of guarantees over security and
privacy in an RFID-based system are still quite challenging
and must be investigated throughout the whole system
structure. While there is an already active research and even
existing product features in implementing key processes of
encryption and validation of access rights at the level of RFID
communications, the requirement to use RFID technology
tags with widely available features and with an acceptable
cost lead to an exploration of solutions targeting the
remaining parts of the architecture, from the RFID reader and
up [5-8].

The MERIT consortium focuses on the problem of ensuring
the conditions of privacy, addressing it directly to two of the
three levels of immediate access, that is, on the technical and
on the internal business process levels, while it seeks to also



affect the legal level, by recording all potential problems that
can be solved optimally with the assistance of a legislative
framework. In terms of procedures, the project contribution is
an original application for the use of RFID technology in
shipping and the safe embarkation/debarkation, including
stopovers. Emphasis will be placed firstly on the boarding
procedures and on the ticket issuance ones, including the
consequences on a large-scale future implementation beyond
the pilot case and how these may affect the complex network
of ticketing agencies. In technical terms, this is translated into
specific requirements, protocols and control mechanisms to
be able to support business processes, leading to an electronic
and information system which will ensure the privacy
conditions by design. In particular, emphasis will be given to
the overall architecture and to the middleware, including but
not limited to address important open issues, as they are
reported in the literature and in the current versions of
specifications and international standards [9], including:

e The methods of access control and authentication
between users, between individual agencies,
between subsystems of the architecture and between
readers and other equipment and devices

e  The usage methods of basic mechanisms, such as the
‘kill’ and ‘lock’ command on labels and the
subsequent management of passwords

e Methods for increasing the security of low-cost
passive tags through the management of key aspects
of the operation of the reader (e.g. power output) and
filters (e.g. direct identification of non-authentic
copies).

B. RFID and wireless channel

At the physical and hardware level, the various technologies
of RFID tags are distinguished by the way they are powered
and the way they communicate with the readers
(passive/active), the level of functionality and service
(read/write, memory, processing capabilities, etc.) and the
operating frequency and protocols on the wireless medium.
The obvious cost increase, when the capabilities of the tags /
cards increase, too, provides a first level of trade-offs against
the required functionality that need to be adopted for each
application and scenario separately. In this study, however, a
not-so-obvious level of performance evaluation of
communication processes between tags and readers [10] must
be included, too, which extends from the necessary
comparison between technologies and standards to a
comparison also between different implementations [11].

In the direction of the study and performance improvements
of RFID communications, major research efforts exist [12-
21]. The reported factors that affect the final behavior and
performance of RFID communications include the nature of
materials and the layout of the environment, the number,
topology installation and the adjustment of readers, but also
the selection rules and the various implementations of the
antennas in the readers and in the cards. Taking also into

account mainly the heavily metallic construction of areas in a
vessel, as well as the possible coexistence of other sources of
wireless transmissions, either in the same system or in
applications in adjacent vessels or in the port, the MERIT
consortium addresses research on performance measurements
and analysis on the system behavior in the inherently
unfriendly to wireless communications environment of a
vessel.

IVV. PROPOSED APPROACH

In order to justify the use of RFID technology in maritime
operations we need to solve problems related with the
security and the delays incurred by the barcode technology,
and to provide additional features such as an effective check-
out procedure. We also need to examine the limitations
coming from both the side of maritime companies and
ultimately from the side of passengers. With regard to the
formers we do our best to respect their operations and
infrastructure and avoid making major changes. With regard
to the passengers we aim to avoid increasing their frustration
during boarding and debarkation, and to offer extra services
supported by RFID technology.

The companies are concerned with the changes needed in
their operations to adopt the RFID technology. They want (i)
to continue offering the “last-minute” boarding, (ii) they do
not want to modify their IT infrastructure, (iii) they prefer to
avoid changing the internal morphology and structure of the
vessel, and (iv) they don’t want to supply the booking offices
and third-party travel agencies with RFID special equipment.

To tackle the latter issue (iv), we decided to introduce the
notion of check-in/check-out by using RFID boarding passes.
In particular, to avoid changing completely the process we
will leave intact the process of ticket issuance in the ticket
offices/agencies. On the other hand, a person will not be able
to use this ticket for boarding. Instead, in order to be eligible
to travel he/she should obtain an RFID boarding pass by a
kiosk located close to the vessel by showing a valid ticket and
ID. Hereinafter, terms such as RFID boarding pass, RFID
ticket and RFID tag will be used interchangeably.

With regard to the internal structure of the vessel (iii),
adjustments are needed to accommodate boarding and
debarkation. We consider the use of two RFID subsystems in
two different spots close to the gate (called RFID gates),
instead of one. Thus only in the case a person will pass
through both the RFID gates will be confirmed as a
passenger. This is illustrated in Figure 1 and solves the
problem described in the following scenario: Suppose that
only one RFID gate is used. If a person with a valid RFID
boarding pass approaches the RFID gate, but eventually turns
back and leaves the vessel, the system will recognize him/her
as a valid passenger. This problem is solved with the 2"
RFID gate which is used to confirm the boarding, while the
1" RFID gate annotates a person as an unconfirmed
(potential) passenger. The swing gate placed in front of the 1%
RFID gate can be optionally wused to control
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Figure 1: When a person passes through RFID Gate A is considered as unconfirmed passenger (within the controlled area).
Only once the person passes the RFID Gate B is considered as confirmed passenger.

the rate of the passengers entering the controlled area, i.e. the
area between the two RFID gates. The structure of Figure 1
provides an initial solution, however it needs to be studied
from the aspect of cost. Towards this direction, we consider
mobile solutions such as specialized RFID gates that can be
easily hooked on/unhooked by the vessel during boarding and
debarkation respectively.

The notion of confirmed and unconfirmed boarding and
passengers has been introduced. A passenger is supposed to
be in an unconfirmed status while being in between the two
RFID gates, whereas after passing the 2" RFID gate he/she is
considered to be in confirmed boarding status. The terms
RFID interrogators, RFID readers and RFID gates, have the
same meaning and are used interchangeably.

The existing IT infrastructure (ii) won’t be affected at all.
Communication between the local on-vessel RFID system
and the CDB will be done using the existing interface. The
only change concerns the replacement of barcode scanner by
the RFID interrogator, while the latter’s interface will be
adjusted to the current infrastructure.

From the passengers’ side, we are seeking ways to reinforce
the smooth acceptance of the RFID boarding pass. We deem
necessary to provide motivations to the passengers in
adopting this technology. For example, a way to convince the
passengers to carry the RFID tickets when exiting the vessel
at intermediate port stations, is to inform them about the exact
functionality in the check-out procedure. Essentially,
someone holding an RFID ticket will be tracked in a specific
point only, i.e. the exit/entrance of the vessel. Hence, the
system will be aware of which passenger has or hasn’t
returned from his/her looking-around walk at the intermediate
port, prior to the scheduled departure time. Towards the same
direction we consider added-value services that can be
offered with RFID technology. Fine candidates could be

high-level services such as targeted marketing according to
the passengers’ profile. For example, once a specific RFID is
detected close to shopping spots, an SMS can be sent to the
passenger’s cell phone informing him/her about discounts on
a brand of clothes matching the passenger’s preferences,
special offerings in books and so on. As targeted marketing
relies on the profile of the passenger, this profile needs to be
stored in the CDB per passenger’s consent.

Some problems are raised due to the automatic way the RFID
system tracks the passengers holding RFID tickets. A
complex case can occur when one passenger carries more
than one valid RFID tickets (for the same trip), e.g. a parent
who holds the RFID tickets of all the family members. This
needs a further study and it is likely that similar situations
will occur within the controlled area (in between the two
RFID gates of Figure 1). A potential delay in the passengers’
line might be incurred in this case, and it is worthwhile to
analyze such extreme cases and identify the worst ones.

Present work is involved with numerous tasks ranging from
the assessment of different RFID hardware, the software to
support it properly, the middleware that should communicate
with the existing CDB in a seamless way, and examination of
the potential interference of RFID components with the
metallic body of the vessel and other wireless sources (hence,
it is necessary to choose the equipment that suits our case). In
addition, privacy and security constitute high-priority tasks in
our project due to the critical data stored in the memory of the
RFID tickets which might be exposed to attacks aiming at
copying them.

V. CONCLUSIONS AND ONGOING WORK

In this paper we give an overview of the issues in boarding
and debarkation of passengers, vehicles and cargo in vessels



focusing on the peculiarities of the Greek shipping
environment. We also outlined the approach investigated in
the “MERIT” project, which is in its early exploration stage.
We intend to build a complete testbed system and deploy it
on two vessels, one of ANEK and another of HSW. This pilot
system will allow us to collect actual measurements and focus
not only on the technical aspects of RFID technology and
equipment, but also on system-wide effects such as customer
satisfaction, boarding/debarkation process speed and
efficiency, and necessary personnel.
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